Roles

Last Modified on 04/28/2026 10:46 pm EDT

Overview of Roles

Roles in the application dictate exactly what access each individual user has to a given screen. Ensure roles
are properly assigned ensure security within your application. Roles are often only accessible by administrative
users and should be reviewed regularly.

Roles have two key components to consider

1. Assigning a screen to a role: This determines, in a generic way, what can be accessed by users that are

granted that role.
2. Assigning a role to a user: Once the screens have been assigned to the role, each user may be assigned

this role.

Warning

It is important to note, that one user can be assigned to more than one role. When this happens, the
highest level of security granted to a screen across all the roles assigned will decide what access the user
is ultimately provided.

Assign a screen to a role

The first step in managing roles is assigning a screen to a role and granting that role a specific access level for
that screen

Steps

1. Login to OfficeEMR as an administrator.

2. Navigate to Setup.
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3. Select Roles.
Objectives
Administrative Setup
Company Settinas

Employer| Role Setup
Patient PGrear

Roles v
Screen Settings qﬂ"]

ﬁ Administration

& Setup
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4. Search for or select a group and screen from the list.

= ~ Setup: Roles Choice =
[ Al |e[0]& |0
Groups Screens Roles | Off | Read | Update| Write ‘

EMR - ChartShareMD v Chart Share IGenericVARAdmIn O O O @

v Shart Tabs A linternal-IsalusHealthcareAdmin O O O ®
U;‘;essjt:i liSalusAdmin O O O ® m
EMR - EMCoding liSALUSHealthcare-TMedAdmin O O O ®
Processing liSALUSHealthcareAdmin O O O ® m
Setup IMarketingTest-IReferralAdmin O O O ®
EMR - General IWVarAdmin O O o © |
Chart Tabs *Administrator O O O ®
General A .
Pationt Setup ,A,n(,:'"aw Medical Staff O O O ®
Patient SOAP Billing @ O O O
Processing *Front Office ® O O O
Reporting *Provider O O O @
Setup Analytics Cube @ O O O
Supporting
Tenyplotn Seiup MMereCare Standalone ® O O O
ToDo Basic @ O O O
User Setup Biller ® @) @) O

5. Assign the role a level of access. Please note, your list of 'Roles' may vary. You can add new roles as
needed for your practice.
o Off = No access to the screen at all.
o Read = Screen can usually be seen, but not edited.
o Update = Items on the screen can usually be changed, but no new items can be added.
o Write = Full access to the screen and all features.

Roles \ Off | Read \ Update \ Write \
IGenericVARAdmIN
lintemal-IsalusHealthcareAdmin
liSalusAdmin
lISALUSHealthcare-TMedAdmin
liSAL USHealthcareAdmin
IMarketingTest-IReferralAdmin
VarAdmin
*Administrator
*Ancillary Medical Staff
*Billing
*Front Office
*Provider
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6. Click Save.




Assign a Role to a User
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The second step in managing roles is assigning a role or roles to a user.

Steps

1. Login to OfficeEMR as an administrator.

2. Navigate to Setup.

3. Select Users.
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User Gro
Users

Schedule Setu(™

Appointment Status
Appointment Types

4. Select the user you want to add roles to from the list on the left.
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& User Setup -- Webpage Dialog

Users Sectiol

Active

*Scheduling, Group
Abraham, Vinu
Acker, Kyle 1]
Alex, Test
Aleyns, Maud
Anstak, Elizabeth D.
Armstrong, Stretch
Audit, Test
Baker, Kandis
+ Barnes, Brooke i
Rarmnes Brooke l\

5. Select Roles from the list on the right.

MyTask Superbill
MyTask SOAP Notes
Resources

+ Roles
Schedul Resources
Fax

Templates

Exams
Immunizations

6. Add roles by placing a check mark next to the name of the role. Remove roles by unchecking the role.
Users can be assigned more than one role. If a user has more than one role, the highest access granted
to the various roles takes precedence.

Roles - Barnes, Brooke (!bbarnes)

All
+ liSalusAdmin
+ ISALUSHealthcareAdmin
v NarAdmin
Y

7. Click Save.
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Add a new role

Roles can often be thought of as 'access groups'. Different groups of people at the practice will have different
levels of access.

Many practices will create roles in the application that closely align with job duties assigned at the practice. For
example, you may have a role for a provider, a nurse, and a phlebotomist. Each of these roles require different
access levels throughout the application. You can add these new roles, assign access to the role, then assign
the role to the user. In the event that users perform more than one job, they can be assigned more than one role
and are ensured that they have the access necessary to complete their work.

Steps

1. Login to OfficeEMR as an administrator.

2. Navigate to Setup.
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3. Select Roles.
Objectives
Administrative Setup
Company Settinas
Employer| Role Setup
Patient Pérear
Roles v
Screen Settings Qﬂ"]

" Administration

& Setup
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4. Click the New button to add a new role



Create a new role
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5. Enter the description and click OK

New Role x|
Description | |
|:| Var Only Role l V|

|  OK || Cancel |
[

Pro Tip:

Now that the role is added, don't forget to Assign a screen to a role and Assign a Role to a User.

EMR - General - User Setup - Templates New Tab - Orders

This role will give access to users wanting to add/remove orders templates from their drop-down in the
respective chart tab. It will also allow the user to set a default order entry template so it does not need to be
selected each time. This role works in conjunction with User Setup (new).

This screen is accessible from Setup > Basic Setup - Users > Templates - New | Orders


http://officeemr.knowledgeowl.com/help/assign-a-screen-to-a-role
http://officeemr.knowledgeowl.com/help/assign-a-role-to-a-user
https://officeemr.knowledgeowl.com/help/set-default-templates-per-chart-tab

&) User Setup -- Webpage Dialog
QR|D|h[alo|s|e|r|A]
Users ‘Orders - Head, Chandler ) Section
+ Head, Chandler 1] Setup
Hinkley, Karen i ~ Default Order Template User
Hope, Haley W | ™ User Groups
Hepe, Haley R User Cross Reference
Howard, Carole W Assigned Order Templates MyTask Superbill
Hynes, MD, Patrick All MyTask SOAP Notes
Inman, Beverly i '« Mixed Orders Resources
Inman, Beverly v Durable Medical Equipment (Blue Bar) Roles
Jones, Immanuel v Orders Scheduler - Resources
Kaiser, Adam W v Orders - Morgan Test Fax
Kaiser, Adam v Orders® Templates
Kaiser, Adam + Plan Exams
Kakasuleff, Garly i v Plan - Short List Immunizations
Kirby, Kyle v ay Letters
Kirschiing, Brad ] w Orders Templates - New
farschiing, Brad v OBGYN Allergies
Kraeszig, Gaila
v Qrders™* Assessments
Krueger, Theresa M Exams
LaBruna, Christing L] [ Endo Treatment Plans
Laitala, David W v Orders (Endo) e
Laitala, David « Cardiovascular P
Langley, Robert « Cardio Orders nsion
Lawson, Chris '+ Urology Patient History
Lewiis, Nicole W v Orders ROS
lowi, swieetn « Orders (Urology **) P ;
Di Visit
Lynch, MD, Stephanie v 0::"5'5 =
er
Wagk, Amanda i  Urology Order Pancls ChartSharehD
WcDonald, Pat. v Bladder Cancer Order Set Miscellaneous
Mcdunkine, Lor i v Caliac Panel
Mennel, Beth I Sign Off
' w Chronic Diarrhea Panel -
Michelet, Matt L] |v Elevated Alkaline Phosphate Panel Time Tracking
Miller, Antheny il CMM ePA Access

Setup the Templates New Tab - Orders Role

Setup the User Setup (new) Role
1. Click on the Setup portal.

2. Select Roles under Administrative Setup.

Administrative Setup
Company Settings

Patient Portal
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3. Type "Templates New Tab - Orders" into the search box and hit the Magnifying Glass button.
4. Select the Practice - General - User Setup - User Setup (new) screen. Assign Write access to the desired
Roles.



2 ~  Setup: Roles [ e
Templates New Tab - Orders L}||H|@|D|$|E|¢|
|Frm
Groups { J Screens Roles | off | Read | Update | Write |
EMR - ChartShareMD Other Tab - Signoff IGenericVARAMIn O O O @
Chart Tabs A| RxFavorites linternal-lsalusHealthcareAdmin @) @] ) (O]
Processing Setup Tab - User MyTasks b R -
User Setup Setup Tab - User MyTasks liSalusAdmin O O O O]
EMR - EMCoding Template Tab - Dialysis isit lisALUSHealthcare-TMedAdmin (@) (@] O (O}
Processing Templates New Tab - Allergies liSALUSHealthcareAdmin O O O @ W
Setup Iﬁ“p:"g :“" Iaz e IMarketing Test-IReferralidmin O O 0O @®
EMR - General empla gw Tab - Exams | f
Ghart Tahs Templates New Tab - History ;V‘"A_‘"_‘"" O 0 O ® m
General Templates Mew Tab - HPI ‘Administrator O O O @
Patient Setup v Templates Mew Tab - Orders *Ancillary Medical Staff ® O O O
Pafient SOAP Templates New Tab - Plans *Billing (O} (@] O (@)
Processing Templates New Tab - ROS +Frant Office O O] ) 0
Reporting Templates Tab - Exams *Provider ® O O 0O
Setup Templates Tab - )
. i User Bx Settings Analytics Cube O] O O O

5. Press the Save button to save your changes.

& - Setup: Roles
|Ternp|al3&s Mew Tab - Orders

AW [ 0]& 08
;ﬂm] Screens

Other Tab - Signoff

& - -

Groups
EMR - ChartShareMD

External - MyMedicalLocker - ToDo - Task - Patient Portal
Role

External - MyMedicalLocker - ToDo - Task Patient Portal Role

(Enhanced 4/28/2026)

Practices now have options allowing more granular control over how their users access communications from
My Medical Locker. Access to Patient Portal messaging is controlled by two roles.

¢ Task - Patient Portal - List
Grants access to the My Tasks > Patient Portal queue (task list)

¢ Task - Patient Portal
Grants access to open and respond to Patient Portal messages received via Communication where the
forwarded Patient Portal message contains a My Medical Locker Message link that users click to
read/respond to the portal message

For practices that have users already set up with access to My Task > Patient Portal, their user accounts should
be automatically set to write for both of these roles to ensure they do not have disruption to accessing their
Patient Portal Messages. For practices wishing to add limited users, this article explains how to do so.

All communications from MyMedicalLocker will display in this To Do list including secure communications,
Patient Intake submissions, shared documents, and appointment requests.

This screen is accessible from the My Tasks section of the application.



Setup </ ~ Task Patient Portal Review Choice Training = e 30
My Tasks % | Patient Portal Review 3 import Patient info | @ Mark as Reviewsd | | Head, Blake A. (15020) Born 03/20/1989(32y) Gender Male
E gt:;:rrnsu(noi)csmn m v::g:lgsgz\:‘mm ? ([ Field Name Current Value New Value Display Only Changes
L] Results (3) - ‘ g8 |@ |f) O emr Changes Exist. Please go to the EMR to merge these changes. -

[3 superbill 2) Arranged By: Request

[£] sOAP Notes (6)

[5] eDocuments (0) = Document Share

@ Prescription (4)
[=] Reminder (0)

€ Patient Portal (10)
19 Fax (0)

115 Fax Updox (0)
[=] case Mgmt. (2)
[lal NYsED (0)

[ Document Share

[ Document Share

& Intake Form

04/05/2021 2:48PM (CDT)

g MISYS, FEMALE TEST F. Female Age: 58y DOB: 09/20/1962

03/24/2021 11:03AM (CDT)

B Alscripts, Testy Two 3. Mister (TESTY) Male Age: 34y DOB: 08/08/1986

E Intake Form
[E] Intake Form

2] Tntake Form

9 Head, Blake A. Male Age: 32y DOB: 03/20/1989

04/16/2020 9:57AM (CDT)
04/16/2020 9:20AM (CDT)

B Kay, Carly A. (Car) Female Age: 40y DOB: 07/19/1980

04/15/2020 3:54PM (CDT)

D Head, Blake A. Male Age: 32y DOB: 03/20/1989

@ All information is up to date

[ Intake Form 04/15/2020 2:54PM (CDT)
[ Intake Form 04/13/2020 1:49PM (CDT)
] Intake Form 04/10/2020 12:21PM (CDT) N
E Message
£2) Unknown  Age:  DOB:
[7] Message 05/19/2021 10:03AM (CDT)  Davis PT,
& Setup
[ﬁ Reports.
9 emr
] ischeduler
E] Billing
) epocuments
[ eskeop 9ltems U Teiallp ~

Current User Heinlein, MD, Alex

Last Logon 05/18/2021 1:13PM (CDT) with no unsuccessful logon attempts

Session:1:59:45 Distributed By iSalus Healthcare

Setup the Task Patient Portal Role
1. Click on the Setup portal.

Reports

s

2. Select Roles under Administrative Setup.

Administrative Setup
Company Settings

Patient Portal

Roles

Screen ggnings v

Reports
9 emr
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[2] Billing

a eDocuments

E Desktop

3. Type in Patient Portal into the search box and hit the Magnifying Glass button and you should notice that
the roles Task - Patient Portal and Task - Patient Portal - List are accesible:




~ ~ Setup: Roles |
Perfarm the zearch |
|F'atient Portal Suin > BE i G ‘ 3 ‘
Groups Screens
External - MyMedicalLocker & | Task - Patient Portal 'Y
Report Task - Patient Portal - List
Setup
+ ToDo

External - Patient Portal
Cabinet
Processing
Fwtarnal Third Partuy Ranviraes

4. Practice users with role setup permissions can control access to Patient Portal messages. Full Access
allows users to view the Patient Portal queue and respond to messages directly. Limited Access prevents
users from opening the queue; they will see “Patient Portal” in My Tasks but will receive a security
message if they attempt to access it. These users can still respond to messages when they are forwarded
through the Communications queue.

o Grant Full Access by assigning Write privileges to Task — Patient Portal — List and Task — Patient
Portal. In this scenario, the user:
= Will have full Patient Portal message access without restrictions

o Grant Limited Access (response only) by assigning Write privileges to Task - Patient Portal. In this
scenario, the user:

= Receives a security message if they attempt to open it
= Canrespond to forwarded Patient Portal messages via the Communications queue
5. Press the Save button to save your changes.

= ~ Setup: Roles
|patientponal ‘\”H.Jt‘ | j |g |j |
Groups | Save the changes |
External - MyMedicalLocker 4 | Task - Patient Porta -
Report
Setup
+ ToDo

Pro Tip: Frequently a new individual role is created to assign this security access to. For example, you
could create a role for Patient Portal Communications Only and then you can add in users you wish to
have that limited Patient Portal Message access.

Permission Behavior

e Access is role-based only
Off = no access

Write = full access to view and respond
Read/Update do not restrict functionality but instead behave as Write access



Practice - Patient Intake - Setup - Intake Assignment Role

Practice - Patient Intake - Setup - Intake Assignment Role
This role grants users access to the Patient Intake Assignment screen.

This screen is accessible via the Patient Setup > More menu; the Patient Index card menu in the iScheduler and
EMR; and the quick pay screen for an appointment in the iScheduler.

This screen allows users to manually assign new intake forms, view Active/Historically assigned intake forms,
and merge the completed form data into the patient's chart.

@ Intake Assigment - Google Chrome = O X
@ gatest.isalushealthcare.com/officemd/screens/IntakeAssign.htm?PID=23254&timestmp=1621456378663&u1=pdos...
Kay, Carly A. 07/19/1980(40y) Female & Connected to MyMedicalLocker

Next 5 Appointments
Date Type Scheduled Width Location Inake Name Status
05/20/2021 12:00PM  Allergy Shot Alex Heinlein, MD EverHealth Medical Center Follow-up Patient Intake Completed -
v
@ Active (O Historical Intakes Assigned ® &
1D O Intake Name Type Due Date Status User Created Updated
-~
hd
New | | Edit | | Delete | D Fill out in Office | | e Merge Response

Setup the Intake Assignment Role
1. Click on the Setup portal.

2. Select Roles under Administrative Setup.



Administrative Setup
Company Settings
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Roles

Screen ggttings v

2[7] Reports
9 emr
—

. iScheduler

é] Billing

Q eDocuments

E Desktop

3. Type Intake Assignment into the search box and hit the Magnifying Glass button.

= ~ Setup: Roles

|intake assignment

GlH e [0 [& 0|

Groups

Location Setup
Main

Meaningful Use

4. The Practice - Patient Intake - Setup - Intake Assignment role should return and be selected. Assign
Write access to the appropriate roles. Best practice is to assign Write access to all roles.

Intake Setup

Perform the search
A |V IMaReASSgMEMTT
Intake Assignment Schedule

2 ~ Setup: Roles

Choice Training =

|inlake assignment

Qld e [0 |& 3]

Groups

Screens

Roles

| off | Read | Update| Wrife |

Location Setup

Main

Meaningful Use

Patient Accident Setup

Patient Extension

Patient Setup

Payer Setup

Payments

Provider Setup

Receipt Maintenance

Receipts

Report

Reporting

Screen Setup

Security

Setup

Speciaty Report

Statement Processing

Superbill

Table Maintenance

ToDo

User Assign Setup

User Setup

Web Link Setup

Wizards

Practice - Global Call Reminder

Setup

Practice - Group Notes

Setup

Practice - Patient Intake
+ Setup

+ Intake Assignment a
Intake Assignment Schedule
Intake Setup

Intake Assignment

5. Press the Save button to save your changes.

& ~ Setup: Roles

| patient portal

Qe D&

Groups

External - MyMedicalLocker
Report
Setup

v ToDo

| Save the changes
+ Task - Patient Portal a

Admin

Analytics Cube
Ancillary Medical Staff
Billing

Front Office

Provider

000000

000000

000000
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Practice - Patient Intake - Setup - Intake Assignment
Schedule Role

Practice - Patient Intake - Setup - Intake Assignment Schedule Role
This role grants users access to the Patient Intake Assignment Schedule screen.
This screen is accessible via the iScheduler > Intake Schedule button.

This screen allows users to view Active/Completed assigned intake forms for the entire practice, and merge the
completed form data into the patient's chart.

@ Intake Schedule - Google Chrome - O X

@ gatest.isalushealthcare.com/officemd/screens/IntakeAssignSchedule.htm?d=05/19/2021&t=Resource&i=118&timestmp=16214570454688&u1=pdosk...

Al
Schedule *|05/18/2021 3 D Resource Group | V| Resource(s) |11 Items V| Show All
Appointment (2) | Forms to Merge (0) Completed (0) |
Action Office Time Patient Device Resource Intake Name Intake Required CoPay Paid Elig.
Assign Intake 1:15 AM Lotesto, Louis 02/02/1953(68y) Unknown Smith MD, Lane C. $0.00 $0.00 -
Assign Intake 11:00 AM  Glaum TEST PT, Ron-test no D. 05/18/195... Smith MD, Lane C. $0.00 $0.00

Setup the Intake Assignment Schedule Role
1. Click on the Setup portal.

2. Select Roles under Administrative Setup.

Administrative Setup
Company Settings

Patient Portal
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3. Type Intake Assignment into the search box and hit the Magnifying Glass button.

= ~ Setup: Roles

|intake assignment L_“.\S ” H ‘1\ | j |g |E |
Eraufps Perform the search
Location Setup A |V IMaReASSOMEMTT -
Main Intake Assignment Schedule
Meaningful Use Intake Setup

4. Click on the Practice - Patient Intake - Setup - Intake Assignment Schedule Role screen. Assign
Write access to the appropriate Admin, Front Office and Call Room Roles.

= ~ Setup: Roles Choice Training =
|intake assignment '--'\” H |{‘ | j |g |E |
Groups Screens Roles | Off | Read | Update | Write |
Location Setup a | Intake Assignment - Admin O O O @ -
Main v Intake Assignment Schedule Analytics Cube @ O O O
Meaningful Use Intake Setup Ancillary Medical Staff @ O O O
Patient Accident Setup -
Patient Extension Biling @ O O O
Patient Setup IFrEn CiES O O O @
Provider @ O O O

Payer Setup
Payments
Provider Setup

5. Press the Save button to save your changes.

& » Setup: Roles
|Patient portal Q |||§“ o | j |@ |E |
Groups | Save the changes N
External - MyMedicalLocker a |v Task - Pafient Porta a
Report
Setup
v ToDo

Practice - Patient Intake - Setup - Intake Setup Role

Practice - Patient Intake - Setup - Intake Setup Role

This role grants users access to view, modify and create net intelligent intake forms.

This screen is accessible from the Setup portal > MML Setup menu.




Screen Settings -

& Setup““

[ﬁ Reports.

9 emr

—_—
| iScheduler

|‘£‘| Billing

&) epocuments

3 over

Follow Up (O Never

@Every days after the first communication

Setup « | + Setup: Intake Setup Choice Training = e 30
My Tasks. P QL |6 M- ‘ ® ‘p ‘ - Intake Setup #5101
[ Communication (1
m D Setup Name Active Intake Setup Values
L Orders (0) 5 Follow-up Patient Intake v
5] Results (3) 3 Registration 21.06 Y
[ superbill @) 4 Registration 21.07 Y Intake Setup | Intake Setup
2 Telehealth Intake Y
[=] 50AP Notes (6) clehealth Intake Demographics | Please enter the intake information
1 Test Y
5] eDocuments (0)
Responsible Part
& Prescription (4) P Y Y| Name [ Follow-up Patient Intake
[=] Reminder (0) Emergency Contact ./ i
Description . N
© Patint Portal (10) S g:mg::;:‘l::/ up type visits. Asks for Outstanding
5 Fox 0 ppointment Reminders <
17 Fax Updox (0) Copay Collection v M
Case Mgnt. (2)
= NYSED (0 Outstanding Balance Collection | Instructions Please complete the intake questions prior to your visit ~ ~
fal ©) with Choice Physicians
Photo ID s
Interface Setup - N
updox Account Setup Insurance Cards x
updox Fax Setup Allergies 3 | Active
MML Setup
Announcements Medications x
Connection Setup Templates ®
Intake Setup )
Responses Letters x
(CIEETD Pharmacies 4
Goals
Interventions
Objectives
Administrative Setup
Company Settings
Patient Portal Communication Preferences First ONever
Roles (@ Immediately when intake is assigned to the patient
O[] days prior to due date

Current User Heinlein, MD, Alex

Last Logon 05/18/2021 1:13PM (CDT) with no unsuccessful logon attempts

Setup the Intake Setup Role

1. Click on the Setup portal.

Setup

e

Reports

¢ BMR

2. Select Roles under Administrative Setup.

Administrative Setup
Company Settings

Patient Portal

Roles
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3. Type Intake Assignment into the search box and hit the Magnifying Glass button.

Session:1:59:15

Setup: Roles

o Tt

|intake assignment

MEIEEEE]

Groups

Location Setup
Main
Meaningful Use

a vl
Intake Assignment Schedule

Intake Setup

Perform the search

Distributed By iSalus Healthcare

4. Select the Practice - Patient Intake - Setup - Intake Setup Role screen. Assign Write access to the

appropriate Admin and Intake Coordinator Roles.




& ~ Setup: Roles Choice Training =

|intake assignment "1” H |‘€. | j |$ |E |

Groups Screens Roles | Off | Read | Update | Write |

Location Setup a | Intake Assignment a Admin O O O @ a
Main Intake Assignment Schedule Analytics Cube @ O O O
Meaningful Use + Intake Setup Ancillary Medical Staff @ O O O
:aﬁen: éctt:ider.ﬂ Setup Billing @ O O O

atient Extension
Patient Setup an_t Office @ O O O
Payer Setup Provider @ O O O
Payments
Provider Setup

5. Press the Save button to save your changes.

& ~ Setup: Roles

|patient portal "_'\ |||§1.“ {‘ | j |$ | E |

Groups | Save the changes |
External - MyMedicalLocker a |v Task - Patient Porta -

Report
Setup
+ ToDo

Practice - General - User Setup - User Setup (new)

This role gives access to the user setup screen. The user setup screen will allow the user to change many items
related to their experience within the application. Many of the individual items within this screen have their own
roles to further control the user's ability to modify their settings.

This screen is accessible from Setup > Basic Setup - Users.

& User Setup -- Webpage Dialog x
qelDmélels|ale 4]
Users User - Test, Dan (dstiller) Section
FEFCENT, FErcent Setuy
Perkins, Brenda A =
Pierce, Megan User ID dsiiller Company |valley v e
Iser Groups
Potand, K L FustName [UR x| mL Last Name |Test User Cross Reference
F‘uland: Kimberly New Password ReType MyTask Superbill
Porter, Aaron w Contact Information '}‘:2::[’;;0” Notes
s D N o S s 1 i A -
asmussen, Dawn

Reports Login, CQM Wark e | Scheduler - Resources
Reyes, Lupe Email Fax
Rivers, Kelly W ! - Templates
Rossow, Renae Direct Email @ Exams
Sagarsee, Andy i ‘Communication Immunizations
Seals, Danielle W Email Notity | | Letters
senvice, web Templates - New
Signofi, Test Default Screen Allergies
Simple, Pay | v‘ Assessments
Sisselman, Stephen User s this Provid Exams
Smith, Staci W seris this Frovider Trealment Plans
Soni, Sumit [Dietzen MD, Ghuck v HPI
Stames, David iy Service Location Orders
Stevens, Healher W Community East Extension
Stillerman, Dan W [Community Eas ~| Patient History
Stillerman, Dan Type ROS
‘Suarez, Carlo |g|.“3, w Dialysis Visit
tt N Other
Taylor. John Contact Info for updates, maintenance andlor system outages ChaShareiD
Test1, CMM Email | | mobie | Miscellansous
Test2, CMM Sign OF
TEST 2, RCM ,

y Time Trackin
Test, Alex Active [] webservice Only Legin Locked CMM ePA A::m
Test, Carly
Test, Copy

lv Test, Dan

Test, Nicole
TEST, RCM
Test, SAA
Test, Test @
Test, Tester v
Test2, Austin

Setup the User Setup (new) Role
1. Click on the Setup portal.



2. Select Roles under Administrative Setup.

Administrative Setup
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3. Type "User Setup (new)" into the search box and hit the Magnifying Glass button.

= ~ Setup: Roles
|Usel3el1.|p(new] (‘\||H|0|D|$|E|¢|
Groups Screens
Appointment Export Emergency Access
Appointment Search | My User Entry

Billing Setup Other Tab - Communication

4. Select the Practice - General - User Setup - User Setup (new) screen. Assign Write access to the desired
Roles.

Roles | off |Rﬂad|Updaie|Wnte|
IGenericVARAdmMIn o O O @™
linternal-lsalusHealthcare Admin O O O =
liSalusAdmin O O O = W
liSALUSHealthcare-TMedAdmin O O O =
liSALUSHealthcareAdmin O O O @ W
IMarketing Test-IReferral Admin O O O @
VarAdmin O O O 9w W
*Administrator O O O (1'-)\

5. Press the Save button to save your changes.
2y - Setup: Roles Save the changes
User St v A EIRmFIEE

Groups Screens

EMR - ChartShareMD Default Route Setup

Practice - Patient Intake - ToDo - Task - Intelligent Intake

This role grants access to the My Tasks - Intake menu item in the top left section of the screen. This section is
used to review non-clinical information associated with a submitted Intelligent Intake form. Clinical information



remains within the EMR only.

EMR List « |2y = Task Integlligent Intake Choice Training =
My Tasks 2 L"%] ‘ f) ‘ ? ‘ Open }" Import Patient Info ‘ @ Mark as Reviewed ‘ ‘ i ‘
[ Communication (70) # Patient Date/Time (EDT) () Field Name Current Value New Value
" Health Exchange (0) - -
J1 orders (129) { e, T CHUR RSy . G2z ATE (S0n) “ N A\ Please review the following changes
5] Resuts (5) 2 Allscripts, CIiff W 08/08/1986(35y) . 03/22/2022 (EDT) Demographics
[ Superbill (30) 3 Patient, TestA_ 01/01/1989(33y) Fe . 02/28/2022 (EDT) ) FirstName Ciif Test Three
[£] s0AP Notes (0) 4 Patient, Test A. 01/01/1989(33y) Fe... 02/28/2022 (EDT) O ApartmentSuite & Sidestreet
% eDocuments (9) 5 Patient, TestA. 01/01/19809(33y) Fe... 02/28/2022 (EDT) O zip Cote 60076 6143
Prescription (1£})
5 Reminder 0 6 Glaum TEST PT Ron-testno D. 05 01/20/2022 (EDT) O cy Skokie Greemuood
4 Eigibiity ©) 7 Thirteen, Twenty 10/06/2000(21y) . 10/07/2021 (EDT) O st o ndiana
i 8 Allscripts, CIiff W. 08/08/1986(35y) ... 07/15/2021 (EDT)
€ Patient Portal (83) [J FirstName Cliff Test Three
) Intake (14) 9 Head, Blake A 03/2011989(33y) Male 04/16/2020 (EDT)
Fax (0 () Apartment/Suite # Sidestreet
15 Fax (0) 10 Head, Blake A 03/20/1989(33y) Male 04/16/2020 (EDT)
g Fax Updox (0) 11 Kay, Carly A 0T/19/1980(41y) Fem_.. 04/15/2020 (EDT) O Zip Code 60076 46143
Case Mgmt. (0 i
ul NYSEDQ(O) () 12 Head, Blake A 03/20/1989(33y) Male 04/15/2020 (EDT) 0 cuy Skokie Greenwood
& Pop Health (1) 13 Head, Blake A 03/20/1989(33y) Male 04/13/2020 (EDT) O state llinois Indiana
g CoverMyMeds 14 Head, Blake A 03/20/1989(33y) Male 04/10/2020 (EDT) Demographics
[J FirstName Cliff Test Three

Setup the Task - Intelligent Intake Role
1. Click on the Setup portal.

EMR

2. Select Roles under Administrative Setup.

Administrative Setup
Company Settings

Patient Portal

Roles

Screen ggttings v

—
B iScheduler

@ Billing

@ eDocuments

E Desktop

3. Type "Task - Intelligent Intake" into the search box and hit the Magnifying Glass button.
[

= » Setup: Roles
Task - Intelligent Intake Q ‘ H
Groups
Laenerdl ~ |+ Task -
Imports

4. Select the Practice - General - User Setup - User Setup (new) screen. Assign Write access to the desired
Roles.



QlH|e|D[& ||

Screens Roles | Off | Read |Update| Write |
« |+ Task - Intelligent Intake | 1AllmedsincAdmin O O O ® PN
IBillnetSolutionsAdmin O O O ®
linternal-IsalusHealthcareAdmin O O O @
liSalusAdmin O O O @® nk
liISALUSHealthcareAdmin O O O ® N
IVarAdmin O O O @ n
Admin O @) @) @
Analytics Cube @® @) O O
Ancillary Medical Staff @ O O O
Billing @ O O O
Front Office O @) O ®
Provider @ O O O
5. Press the Save button to save your changes.
2y - Setup: Roles Save the changes
|U3&lSetup(new] L_‘\||H|{}|D|g|ﬁ|-ﬂ-|
Groups gzlm] Screens
EMR - ChartShareMD Defaulf Route Setup
Practice eDocuments - Processing - PDF Split Role
Practice eDocuments - Processing - PDF Split Role
This role grants users access to utilize the PDF Split feature within the fax inbox in My Tasks.
This screen is accessible from My Tasks - Fax Updox > Inbox
& ~ Task Fax Updox
Type Count »»| [ saveebocs | ['4 send Communication | *0 Delete < PDF Spit
Inbox 142
Sent ltems 1. = fax-476003.pdf
Deleted 9
.\||<} |.U. From Wes Cassady

Received From Sent To

Setup the Intake Setup Role

1. Click on the Setup portal.

From: Wes Cassady 317-449-0408

To: ™Auto-Fax Mumber

Subject: 12381




2. Select Roles under Administrative Setup.

Administrative Setup
Company Settings

Patient Portal

Roles

Screen ggttings v

. iScheduler

@ Billing

@ eDocuments

Desktop

3. Type 'PDF Split'

into the search box and hit the Magnifying Glass button.

(& = Setup: Roles
PDF split M‘H‘{;‘D‘g|g|
1L} -
Groups N =
v Processing =« | Document Management -
Reporting Documents
Setup

ToDo

Practice - Eligibility (Batch)
Table Maintenance

ToDo

Practice - Eligibility (Real Time)
Patient

Practice - Employer Module
Setup

Practice - General

Action Sefup

Folder Management
Image
Image Menu
Image View Only
Image Viewer
Images
Inactive Clear All

+ PDF Split
Scan Images

4. Assign Write access to the appropriate document indexing staff & any other desired role.

5. Press the Save button to save your changes.

& + Setup: Roles Neighbor
|PDF spit QlH[e D &=
Groups Screens Roles | oft | Read | Update| Write |

v Processing “ | Document Management & 1GoodVarAdmin O O O ® VIR
Reporting Documents liSalusAdmin O O O ® m
Setup Folder Management liSalushealthcareAdmin @) @] @] ® W
ToDo mage liSalusTest ® O O Om
Practice - Eligibility (Batch) IMediServeAdmin Q @] O ® o
Table Maintenance Image Menu Test2Admin 0O O O @® m
IT;:E(?tice Eligibility (Real Time) mege vew an HTest3Admin = O O ® 0
Pationt “Eie Image Viewer Iar4Admin O O O ®@®nm

Images i

Practice - Employer Module g. IWorkSmartAdmin @) @] O ® M|
Setup Inactive Clear All Admin O O O ®
Practice . General + PDF Spiit AndyTest ® O O O
Action Setup Scan Images Biller ® O O O




(& = Setup: Roles

o o Sge [0 @]

Groups Save the changes
v Processing = | Document Management <
Reporting Documents

Practice - General - Security - User Two Factor
Authentication

This article describes the enablement of access to the Two Factor Authentication setup screen that determines
the method of authentication for the login process for an individual user. This screen is affected by the
company setting Default 2FA Setting for users.

User Setup x
& I | 7 ID: 325
Login - Two Factor Auii\enticaﬁon . *

Head

Hinkley None

Hope Email

Hope Text

o IdenTrust

Hunt, K

“ynes| © Two Factor Application

nman, Setup the 2FA application

e Prompt the user at login to move to a 2FA application the next time they login

Jean P

b s Require the user to setup a 2FA application the next time they login

Josept

Kaiser, You can use an application that uses the Time-based One-time Password Algorithm (TOTP). Examples of
Rascs this are

Kaiser, .

:L ' * Google Authenticator

~aKas

Kirby, § * |D.me Authenticator

Kirschi s Microsoft Authenticator

Kirschii

Kirschi

Kraesz

el @ save

SO0, AR TWEECETENET0=

Lawson, Lang i - Sign Off -

Setup the User Two Factor Authentication Role
1. Click on the Setup portal.

2. Select Roles under Administrative Setup.



Administrative Setup
Company Settings

Patient Portal

Roles

Screen ggttings v

iScheduler
[X1] Billing
-

% eDocuments

D Desktop

3. Type 2FA into the search box and hit the Magnifying Glass button.

2 ~ Setup: Roles
|2F4 QllE [ |0 & | CF |2 |

Groups Screens

Selup. “ | Audit User Details -

Practice - General

Acfion Setup Audit User Search

Adrin Change User Password

Appointment Export Change User PIN

Appo!nlmenl Reminder Search and Ex Chaice Audit

Appointment Search

Eilling Setup Contract Review

Business Unit Data Logging

Care Team Goal Intervention Setup

Claim Accident Setup Goal Ohjective Setup

Claim Processing

Code Setup Goal Setup

Comment Editer Population Health Summary

Communication Referral Source Setup

Company Setup Referral Source Tracking

Connect Report

Contacis Security Audit

Credit Balance Security Questions

Credit Balance Export Telehealth Details

Credit _Balanl?e Search Telehealth Search

Deposit Posting

Gadgels User Login Times

General + Uszer Twao Factor Authenficiation 7

Imporis User2FA him

Letter Sefup

Location Sefup

Main

IMeaningful Use

Patient Accident Setup

Patient Extension

Patient Setup

Payer Setup

Payment Plan

Paymenis

Provider Setup

Receipt Maintenance

Receipis

Refund Register Edit

Refund Register Export

Refund Register Search

Report

Reporting

Screen Setup

+ Security

4. Select the Practice - General > Security > User Two Factor Authentication screen. Assign Write access to
the appropriate roles.
5. Press the Save button to save your changes.
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Groups pl\ Save the changes
EMR - ChartShareMD “ | Audit User Details
Chart Tabs
Processing

Audit User Search




